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ABSTRACT

Revealing one’s interests in communication has been recognized as a growing problem in the Internet. We postulate that
it is desirable for future information retrieval systems to provide privacy in both what information is requested and what
information is received, without raising obstacles to the deployment of accounting and access control mechanisms. This
paper outlines a solution that fulfills this requirement in the context of broker-based systems, that is, systems in which
brokers facilitate the communication between a consumer and a provider (of information). Broker-assisted communication
is a common paradigm used in many settings, including contemporary information-centric networking approaches. We
present the design and the evaluation of a solution that conceals consumers’ interests, without hiding consumer identity
or location. The developed solution is applied over a system of hierarchically organized brokers; similar systems are used
in many information lookup services. Because in these systems, information is distributed in various locations, traditional
private information retrieval (PIR) protocols exhibit significant communication overhead. Our solution achieves up to 97%
less communication overhead compared with a PIR protocol, without additional computational overhead. Copyright ©

2013 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Profiling users has become commonplace in today’s Inter-
net to an increasing dismay of end users and policy makers
alike [1]. Initiatives in standardization and legislation cur-
rently introduce measures to outlaw the tracking of end
users’ selections and preferences during a communica-
tion session [2]. These initiatives highlight the privacy
threats that the trails of a communication session may
entail and leverage the role of the service provider to a
privacy guard for the user, by using a “code of honor”
according to which the provider will not track users that
have explicitly expressed their desire not to be tracked.
However, an obvious question arises: is it possible to hide
user preferences and still be able to provide the same ser-
vices? In this paper, we answer this question in the context
of broker-assisted information lookup: we build solutions
for hierarchical brokering systems that allow information
lookup while hiding user queries (and preferences)—but not
the user identity, or location—from the brokering system.

Copyright © 2013 John Wiley & Sons, Ltd.

In our work, we assume the following system setup.
First, a consumer is interested in a specific information
item. Second, a provider holds this item (possibly among
many others). Third, a brokering system that matches a
query for an information item to a pointer to the provider
that holds this information item. We aim at devising a
solution that provides consumer unobservability [3], that
is, a solution in which the brokering system matches a
consumer query to a provider, without being able (deter-
ministically or with high probability) to determine the
provider that holds the item that satisfies the query of the
consumer or the information item requested. Moreover, no
provider, other than the one that holds the desired infor-
mation item, should learn anything about the consumer’s
preferences. We refer to this property of the brokering
system as information lookup privacy in the following.

Our main contribution, is that our solution is applied in
a hierarchically organized information space, distributed
among many brokers. Hierarchically organized informa-
tion spaces are a common approach for efficiently organiz-
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ing information. This approach is even used in the most
common information lookup service: the DNS system.

We recognize that a brute force solution to hiding a
particular query (and its result) might be that of return-
ing the entire information space stored in the brokering
system to the consumer. We argue that two main rea-
sons could stand against this simplistic approach. First, it
is often not an option because of the size of the space.
Second, the brokering system business model might rely
on a per-item-lookup charge. Sending the entire informa-
tion space would negate this business model. Our solution
provides information lookup privacy without the restric-
tions of the brute force approach. The proposed solu-
tion is based on a private search mechanism, developed
by Bethencourt et al. [4], which utilizes homomorphic
encryption in order to enable users to privately search
a stream stored in a single location. Our work extends
[4] in order to support private search over a brokering
system. We anticipate that the proposed solution can be
applied in many diverse broker-based systems and net-
work types. One area that we see directly benefiting from
our work is that of information-centric networking (ICN)
[5-7]. This paradigm shifts internetworking from com-
munication between location endpoints to communication
over information identifiers; information items are directly
requested by name (or by identity) through a publish—
subscribe service model. For this, the matching between
provider and consumer of information is performed by
brokers, potentially by for-profit third parties and, there-
fore, privacy concerns are significantly increased. Our
solution can provide an important piece in addressing a
major concern for solutions in this space. Another area
where we see potential for realizing our architecture is
gateway-based sensor systems, such as those presented in
[8], enabling anonymity for the sensor queries being issued
by interested applications. The proposed architecture can
also be mapped onto many topic-based publish—subscribe
systems. For instance, publish—subscribe event (overlay)
systems—such as SIENA [9]-can be extended to support
privacy through our scheme.

The remainder of the paper is organized as follows. We
first discuss related work in this area in Section 2. We con-
tinue with the basic design of our solution in Sections 3
and 4. Section 5 presents our evaluation regarding security
and performance but also addressing certain socioeco-
nomic struggles. Finally, we conclude our paper with a
discussion and conclusions in Section 6.

2. RELATED WORK

Onion routing and mix-based mechanisms—such as Tor
[10]—-are common approaches for protecting user privacy.
These mechanisms are based on an overlay network or
on intermediate proxy servers, which can be used to route
consumer queries anonymously through circuits. However,
such mechanisms do not provide full privacy as queries
are eventually revealed to the provider: if an end-to-end
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authentication mechanism is used (e.g., only logged on
consumers are allowed to make queries), then both con-
sumer identity and query are exposed to the provider.
But even if consumers remain anonymous, the content of
their queries can reveal their identity, as it happened with
the anonymized query database released by AOL in 2006
[11]. Moreover, circuits introduce latency and hide the
consumer’s real location, making it hard to deploy mul-
ticast and mobility solutions, affecting the user’s quality
of experience.

Mechanisms developed for privacy preserving data
analysis [12] are not suitable for our goal. These mech-
anisms protect query responders’ privacy by adding per-
manent fuzziness to the responses as well as by hiding
their identity using proxies. In our approach, the fuzzi-
ness introduced in responses is not permanent: a consumer
can recover the exact information requested. Moreover,
our approach deliberately does not hide the end-points
identities, which allows for deploying dedicated access
control mechanisms.

Private information retrieval (PIR) schemes (see [13]
for a survey on these systems) are similar to the technique
used in our approach. These schemes are used in order to
retrieve a record from a database, without revealing the
record or the query. In their basic form, PIR schemes model
the database as a large string, or an array, from which
bits are retrieved. Variations of PIR schemes use multiple
replicas of the same database (e.g., [14]) or split a single
information item in many sub-databases (e.g., [15]). Our
approach considers a different organization of information:
in terms of PIR, we consider many individual databases,
hierarchically organized, in which the index of a record
denotes the path to the database in which the record is
stored. This organization is very similar to the information
space organization of many lookup services.

Information lookup privacy can be regarded as the
reverse of searching over encrypted data systems (e.g.,
[16]). In such systems, data is encrypted and queries are
revealed to the service provider. Nevertheless, even if the
provider does not have access to the data, it can infer cer-
tain information about consumers by simply examining
their queries. For example, in a system in which consumers
query for stock prices, the provider will not learn the stock
prices but he will learn the stock names in which a con-
sumer is interested. Therefore, these systems do not satisfy
our goal of query anonymity. Schemes that support search-
ing over encrypted data using encrypted queries—such as
[17]-overcome this shortcoming, but they limit the num-
ber of consumers that can perform queries over a set of
(encrypted) data items. In these systems, queries and data
cannot be encrypted using independent keys; therefore, the
consumers that perform queries over the same data items
have to share a secret. Our scheme does not impose any
relationship among the consumers that lookup the same
information items.

Broker-based privacy-preserving schemes presented in
[18] and in [19] have similar goals with our work. How-
ever, in both solutions, and in terms of our system model,
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queries and information identifiers are encrypted. More-
over, in [19] any subject may learn some of the keywords
included in the issuer’s query. In our approach, information
advertisements are not encrypted, in order to facilitate the
information space management, and no entity, apart from
the provider that holds the desired information item, learns
any information about the consumer preferences.

We believe ICN can benefit from our work. To the
best of our knowledge, privacy preservation in the con-
text of ICN, has not been widely studied. DiBenedetto
et al. [20] have proposed a Tor-like system which how-
ever suffers from the same limitations as the traditional
Tor system. Arianfar et al. [21] introduced a solution that
is based on the creation of many algorithmically related
identifiers for the same item. These identifiers have the
properties that they can be easily generated, and that
they do not give any information about the item they
identify. This solution however, adds significant network
overhead as not only identifiers have to be advertised
to the broker, but they have also to be changed peri-
odically. Moreover, the provider has to perform many
computations in order to achieve a significant level
of privacy.

3. PRELIMINARIES

In this section, we give a high level description of our
architecture, and we provide the necessary encryption
background that is utilized in our work.

3.1. High-level architecture

As illustrated in Figure 1, we base our high-level archi-
tecture on three main components, namely the information
provider, the information consumer and a brokering sys-
tem that mediates demand and supply for information
items. The brokering system can be regarded as a directed
acyclic graph with every node of the graph being a broker
and each edge of the graph being a pointer to another
broker. In such broker-aided (rendezvous-based) commu-
nication, it is assumed that the information identity space
is structured, and each broker is responsible for a portion

(3) Query B1/B4/B6/B
B3
|

Consumer
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of this space, that is, each broker is responsible for man-
aging certain information identifiers. In the example of
Figure 1, the topmost broker manages the information sub-
subspace BI, the second broker manages the information
sub-space BI/B2 and so forth. The leaf brokers maintain
tuples of the form <id, pointer|, pointer,, ..., pointer, >
where id corresponds to an information item identi-
fier, and pointery;_,y are pointers to providers. The pair
<information subspace identifier, id> identifies uniquely
an information item. In the example of Figure 1, the
globally unique identifier of the first information item
managed by the leftmost broker is B1/B2/B5/A. In the
considered architecture, the provider advertises informa-
tion item identifiers to the brokering system while the
consumer queries the brokering system for provider loca-
tions. In our example, the provider P1 advertises an
information item identified by B1/B4/B6/B (step 1). This
advertisement results in the creation of a record in the
rightmost broker (step 2). When a consumer queries the
brokering system for the same identifier (step 3), the bro-
kering system responds with the location of the provider
P1 (step 4).

3.1.1. Goals.

With this high-level architecture in mind, we aim at the
following extension to the matching process. We define
a private information lookup architecture for hierarchi-
cally organized brokering systems in which the following
properties hold:

® The consumer is able to query for any information
item without needing to reveal his choice to the
brokering system.

® The brokering system is able to perform a
demand/supply matching operation without being
able to determine the exact item that matched.

® No third-party, including the providers that have not
advertised the desired item, learns any information
about consumer’s preferences.

® Consumers’ identities are not hidden from the
brokering system.

® Information item identifiers are well known, and they
are not hidden from the brokering system.

(1) Advertise B1/B4/B6/B

Provider P1

<C, Pointer>

<A, Pointer> | <A, Pointer> || <D, Pointer> <A, Pointer>
w <C, Pointer>  <B, Pointer> <D, Pointer> (2) <B, Provider P1>
(4) Provider P1

Brokering System

Figure 1. High-level architecture.
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3.2. The Paillier cryptosystem

The Paillier cryptosystem [22] is a public key-based
approach. The public key K, is a pair of numbers (n, g),
where 7 is the product of two large primes (p, g), and g is
a random number in Z:z . The private key Ky is the least
common multiple of (p — 1), (¢ — 1). The encryption func-
tion E(m) of a message m € Z, uses as input of the public
key Kpup, and a randomly selected number r € Z:. The
resulting ciphertext ¢ belongs to Z*z, that is, the ciphertext
is twice as large as the plaintext. For the decryption D(c)
of the ciphertext only the private key, Kpy, is required, that
is, the random number 7 is not used during the decryption.

The most interesting property of the Paillier cryptosys-

tem is its homomorphism, that, let a,b € Z,, then¥:
E(a)-E(b)=E(a+Db)

Moreover, it is possible to multiply an encrypted number a
with a known number b, without revealing a or the result;
given E(a) and b, E(a - b) can be calculated as follows:

E(a-b) = E(a)’

4. DESIGN

In this section, we provide details about our scheme.
Throughout this section, it is assumed that a consumer can
learn, using an out-of-band mechanism, an ordered list of
the identifiers that a broker manages (or in case this infor-
mation is confidential or the size of the identities is big, a
list of their hashes). Moreover it is assumed that all pointers
are of equal size. Finally it is considered that all identifiers
belong to Z,.

Initially we consider a simple model in which the infor-
mation space is treated as being flat, and a PIR protocol is
applied. Then we take advantage of the hierarchical orga-
nization of the information space and we construct two
new types of queries. In all cases the brokering system
of Figure 1 is considered. The entire information space
depicted in this figure consists of 10 items.

4.1. A PIR model

In this section, initially we treat the entire information
space as being stored in a single broker, and we define a
PIR model based on [4] that uses the following functions:

CreateQuery(ID, S)

The CreateQuery function is executed by a consumer,
in order to construct a query. This function takes as input,
an ordered list ID = idy,id,,...,idy, of the identifiers
managed by the brokering system, and a corresponding set

T For the homomorphic operations of our scheme only n is
required [23].
* All operations are mod n?.
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B1/B2/B5/A E(0

B1/B2/B5/B E(0
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Figure 2. Query creation. The consumer is interested in the

third element in the ID set, therefore the third element of the
set Ais E(1).

of numbers S = s1,s7,...,5y. From all items in /D, the
consumer is interested in one of them. The values of S are
chosen in such a way that the result of the linear expression
$1 -id| + .. + Sy, - idpy, is the identifier of the item in which
the consumer is interested. As an example, suppose that a
consumer is interested in the identifier B1/B2/B6/A, which
is the third element of the ID set; then, S can be of the form
s3 = 1, and s;;21 10,3y = 0. The function generates a
public/private key pair, denoted as Kj;,/Kpry and outputs a
query Q = {Kpuh,A}§, where A = E(S) is a new set, which
is constructed by encrypting all elements of S using Ky,
that is, a; = E(s1), ap = E(52),.., am = E(sm). Note that
because of the probabilistic property of the Paillier cryp-
tosystem if sy = sy, then ay # a,. Figure 2 illustrates how
the set A is constructed.

CreateResponse(Q, P)

The CreateResponse function is executed by a broker
when a query Q = {Kpyp,A} is received. It takes as input
the query Q and the set ID used for the query construction.
The function outputs a response R by exponentiating each
element a; of the set A to the pointer that corresponds to
the i identifier of the ID set-denoted as pointer;—and by
multiplying all the exponents. Assuming that the size of a
pointer is less than n, R is calculated as follows:

—_—

Algorithm 1 CreateResponse(Q, ID)
R=1
for each id in ID do
/* aj is the i element of set A included in Q*/

R = R* (a]i)oillleri) mod nz
end for

If the size of a pointer is bigger than » then, each pointer
is divided in blocks and the above algorithm is accordingly

§ Kpyp includes only the n part of the key.

Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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Figure 3. Response creation. The symbol A denotes exponen-
tiation and the symbol * denotes multiplication.

adapted. Due to the Paillier cryptosystem’s homomor-
phism properties, this algorithm outputs the result of the
following expression:

(a )pointeridl . < (am )pointer,-dm

=E (POinteridl ~s1) +...+E (pointeridm -sm)

Although R is generated by combining all pointers, its size
the size of single encrypted pointer. Figure 3 illustrates
how R is constructed based on our example.

ReadResponse(Kpry, R)

The ReadResponse function is executed by a consumer
upon receiving a query response R. This function decrypts
R using the private key Ky, generated by the CreateQuery
function, and returns the pointer to the provider of the item
in which the consumer is interested.

4.1.1. PIR queries over pseudo flat
information spaces.

We now expand our PIR model in order to be applicable
in a hierarchical brokering system.

The consumer still treats the entire information space
as being flat and constructs a query over the (flat) infor-
mation space. The query is sent to the root broker of the
brokering system. The root broker splits the query and
forwards to each of its descendant brokers the correspond-
ing part. This procedure is recursively repeated until all
leaf brokers receive the part of the query that corresponds
to them. Then each leaf broker calculates a response and
forwards it to its parent broker. Each broker multiplies
the responses it receives from its children and forwards
the product to its parent; this procedure is repeated until
the top most broker receives the responses from all of its
children. Finally, the topmost broker forwards the response
to the consumer. Figure 4 illustrates this approach. Because
the entire information space of our example consists of 10
items, the consumer creates a query which contains a set A
with 10 elements. The query is split and forwarded until all
leaf brokers receive their part (solid arrows). The reverse
approach is followed for forwarding the response to the
root broker of the system (dotted arrows).

Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec

Enhancing information lookup privacy through homomorphic encryption

B6' T‘B7 H--BS

= — A

<D,i’ointer> <A, Pointer>
<B, Pointer> || <D, Pointer>

<A, Pointer>
<C, Pointer>

ter>
<B, Pointer>

<C, Pointer>
<B, Pointer>

Figure 4. PIR queries over a hierarchical brokering system.

4.2. Queries over hierarchically organized
information spaces

In this section, we take advantages of the hierarchical orga-
nization of the information space, and we construct two
new type of queries.

A first approach for implementing queries over a hier-
archically organized space is based on the fact that given
an ordered list of the identifiers managed by the brokering
system, it is possible to reconstruct the brokers hierar-
chy. The query is now constructed using the following
procedure: the consumer considers that each level of the
brokering system hierarchy contains only the broker that
manages the part of the information space of interest, then
for each level of the hierarchy constructs a sub-query that
filters the pointers maintained by the assumed unique
broker; if not all brokers of the same level have the same
number of pointers, then the consumer considers that the
assumed unique broker has as many pointers as the broker
that has the maximum number of pointers in this level.
When done, all sub-queries are concatenated. Consider for
example the brokering system of Figure 5, supposedly a
consumer is interested in the information item identified by
B1/B3/B7/B. Initially, the consumer constructs a sub-query
that filters all but the second pointer of the broker that man-
ages Bl1; this sub-query contains a set A of the form E(0),
E(1) and E(0). Similarly, the consumer treats the second
level of the brokering system as being composed only by
the broker that manages B3. Moreover, the consumer con-

&

Consumer

<A, Pointer> | <A, Pointer> || <D, Pointer> || <A, Pointer> || <C, Pointer>
<B, Pointer> || <C, Pointer> || <B, Pointer> || <D, Pointer> | <B, Pointer>

Figure 5. Queries over a hierarchical identity space.
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siders that this broker has two pointers to other brokers and
creates a query that filters all but the first, that is, the query
contains a set A of the form E(1) and E(0). Finally, the
consumer treats the third level of the brokering system as
being composed only by the broker that manages B7 and
creates a sub-query that filters all but the second pointer of
this broker, that is, this sub-query contains a set A of the
form E(0) and E(1). The consumer concatenates the sub-
queries and sends the result (i.e., a query with an A set
of the form E(0), E(1), E(0), E(0), E(1), E(0), E(1)) to the
root broker. The root broker keeps the part of the query
that corresponds to it and forwards the rest of the query
to its child brokers. These brokers in return keep the part
of the query that corresponds to them and forward the rest
of the query to their children. This procedure is repeated
until the query reaches the leaf brokers. In our example,
this procedure will result in the broker that manages Bl
having a query with an A set of the form E(0), E(1), and
E(0), the brokers that manage B1/B2, B1/B3, and B1/B4,
a query with an A set of the form E(0) and E(1) and the
brokers that manage B1/B3/BS,. .. ,B1/B4/B6, a query with
an A set of the form E(0) and E(1). The leaf brokers apply
the query they hold to the pointers they maintain and for-
ward the result to their parents. Then each broker applies
the query it holds to the results it receives from its children
and forwards the outcome to its parent, and so forth. The
output of the root broker is the desired pointer encrypted
as many times as the levels of the hierarchy. It should be
noted here that each intermediate broker, before applying
the query it holds to the results it receives from its chil-
dren, has to split the result in blocks of maximum size of
n. Then it should use the same element of A for all blocks
of the same result. This is a procedure similar to the one
followed in [24]. As we discuss in Section 5, a consumer
needs to perform several decryptions in order to obtain the
plaintext.

A second approach that can be used in order to imple-
ment queries over a hierarchically organized space is a
variant of the PIR approach. In this case, the leaf brokers,
instead of sending their responses to their parent broker,
send them directly to the consumer. In this case, because
the query is only applied to the leaf brokers, its A set has
to be as big as the number of records of the leaf broker

N ] B1

Consumer

o % Eaﬁi E'AQ: |

i

<A, Pointer> || <A, Pointer> | <D, Pointer> || <A, Pointer> | <C, Pointer>
<B, Pointer> || <C, Pointer> | <B, Pointer> || <D, Pointer> | <B, Pointer>

Figure 6. Queries where leaf brokers reply directly to the
consumer.
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with the maximum number of records. This procedure is
depicted in Figure 6. With this approach, the consumer will
receive some redundant responses, which can be disposed.

5. EVALUATION

We realized our broker design as a networked prototype.
As a networking environment, we chose an architecture
that follows the information-centric networking paradigm
[25]. This paradigm is at the heart of a growing number
of efforts (see [5,6,9] for a few). Common to all these
efforts is the identification of information objects through
dedicated identifiers, which in turn are used for dissem-
inating the information throughout the network. Given
the information-centrism of this paradigm, the question
of preserving the anonymity of queries for information
within any such system seems a natural one, albeit unan-
swered so far. Although we see our efforts as an important
contribution to this particular research area, this particu-
lar implementation choice does not, however, restrict the
general applicability of our work.

Information identifiers format within the system in [25]
is similar to the chosen identification scheme presented
in Section 3.1, that is, each information item is identified
by a stack of labels that indicates the broker (named the
rendezvous point) that is responsible for handling queries
and advertisements for that item. Each such information
item is advertised toward the rendezvous point by the
publisher (provider) with the subscriber (consumer) sub-
scribing (querying) for it. Hence, the system in [25] is well
aligned with our high-level architecture.

The communication API of our system is implemented
using a prototype of [25]-code-named Blackadder—
whereas the Paillier cryptosystem is implemented, using
the advanced crypto software collection [26].

5.1. Security analysis

In this section, we analyze the security properties of the
proposed system. Initially, we define a threat model, and
then we evaluate our system based on this model.

5.1.1. Threat model.

For our security analysis, we assume a threat model
in which an adversary wants to learn information about a
consumer’s preferences. We assume that a security attack
is successful when an adversary learns, without being
detected, some information about (i) the item in which a
consumer is interested; or (ii) the items in which a con-
sumer is not interested. In our threat model, we consider
the following type of adversaries:

® Passive third party adversary (eavesdropper).

® Active third party adversary. This is a third party
adversary that may modify transmitted packets.

® Honest-but-curious broker. This is a broker interested
in learning consumers’ preferences, without deviating
from the specified protocol.

Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
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5.1.2. Security evaluation.

Initially, we examine the case of an eavesdropper that
learns the response of the brokering system. All responses
are Paillier ciphertexts, and because the Paillier cryptosys-
tem is semantically secure [22], an adversary can not
deduce any information. All responses are encrypted with a
public key generated by the consumer, therefore given two
responses for the same identifier, but targeting different
consumers, an adversary is not able to tell if they concern
the same identifier or not. Moreover, because the Paillier
cryptosystem is probabilistic, two responses that concern
the same identifier, targeting the same consumer, will dif-
fer from each other. An active third party may be able to
tell if two different responses targeting the same consumer,
concern the same information item, simply by discarding
the second response and by repeating the first one: if the
consumer proceeds as no error has occurred, then these two
responses concern the same item. A solution that can be
used by a consumer in order to mitigate this attack is to
record all the responses (or their hashes) that has received
and discard all duplicates. An honest-but-curious broker
has the same abilities as an eavesdropper.

We now examine the case in which an eavesdropper
intercepts a query. The queries of the PIR model, as well as
the second type of queries over a hierarchical information
space are adaptations of [4] in a hierarchical system of bro-
kers, therefore their security against eavesdroppers can be
trivially proved. Similarly, the first type of queries over a
hierarchical information space can be proved to be secured
against eavesdroppers using the work in [24]. An active
third party may be able to learn some information about the
items in which a consumer is not interested by interchang-
ing two elements of the set A of the query; if the consumer
proceeds as no error has occurred, then it means that these
two elements are encryptions of zero, therefore the con-
sumer is not interested in the corresponding information
items. In order to prevent this type of attack, the query
should be digitally signed by the consumer (or it should be
encrypted using an authentication encryption mechanism
and a key shared between the consumer and the broker-
ing system), and the brokering system should be honest in
order to inform the consumer if the query has been tam-
pered. An honest-but-curious broker has the same abilities
as an eavesdropper.

5.1.3. The case of malicious brokers.

In this sub-section, we discuss a case which is not con-
sidered in our threat model: the case of malicious brokers
that deviate from the specified protocol. As we will see
when a malicious broker deviates from the specified pro-
tocol, it is possible to learn some information about the
consumer’s non-preferences. All the following attacks are
based on the fact that it is hard to tell if a broker has used
all the available data in order to create a response, and a
solution for these attacks has been left as future work.

The first attack concerns deviation from the response
creation procedure. In the PIR query type, as well as, in the
first type of queries over a hierarchical information space,
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Table I. Notation.

IIDI The size of the identity space managed by the
brokering system

Sizep The size of a pointer

h The height of the brokering system hierarchy

max(p;)  The number of pointers of the broker with the

maximum number of pointers at level i

avg(pi) The average number of pointers of a broker at
level i
Ileafl The number of leaf nodes in the brokering sys-

tem hierarchy

it can be observed that if the intermediate response of a
broker, that does not manage part of the identifier of the
item in request, is discarded then (i) the final response will
still be valid; and (ii) the consumer will not be able to tell
that the response has been manipulated. The same applies
if a leaf broker does not include in the response calculation,
a pointer that is not of interest of the consumer. There-
fore by discarding an intermediate response or a pointer,
and by observing if the consumer proceeds as no error has
occurred, then a malicious broker is able to tell some of the
identifiers in which the consumer is not interested. When
the second type of queries over a hierarchical information
space is used, this attack can only by launched by leaf bro-
kers that do not consider some of their pointers during the
response generation.

Our next attack is achieved when a malicious broker
manipulates a consumer’s query. If the PIR model or the
first type of queries over a hierarchical information space
are used, a malicious broker can omit to forward to a
subsequent broker the corresponding part of the query,
excluding this broker—and its children—from the response
creation procedure. If the consumer proceeds as no error
has occurred, then the malicious broker is able to tell
some of the identifiers in which the consumer is not inter-
ested. When the second type of queries over a hierarchical
information space is used and if the consumer knows the
expected number of responses, that is, knows the number
of leaf brokers, then this attack is not applicable. However,
in this case a malicious broker may alter the query it for-
wards to its children (instead of omitting it). Again, if the
consumer proceeds as no error has occurred, then the mali-
cious broker learns some of the identifiers in which the
consumer is not interested. Nevertheless, this attack can be
mitigated using digital signatures.

Variations of these attacks are applicable to many PIR
systems, including [24] and [4], and to our knowledge no
solution has been provided'".

5.2. Analysis of the introduced overhead

Throughout this section the notation of Table I is used.

T119] provides a solution that assures that a subject includes in
the response calculation a property that it really owns, however
this solution does not tackle the case in which the subject does
not include a (valid) property in the response calculation.
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5.2.1. Communication overhead.

Assuming a public key of Sizep,, bits”, the overhead
introduced in the communication between a consumer and
a brokering system is now calculated. In the PIR model the
size of a query is Sizepyp + IIDI - 2 - Sizep,;, bits, where
2 - Sizepyy is the size of the encryption of O or 1. The size
of the response is 2 - [Size,/Sizepyp| - Sizepyp. In the first
type of queries over a hierarchical information space the

h-1
size of a query is Sizepyp, + Y max(p;) - 2 - Sizepyp bits.
i=0

The size of the response is 2/ - [Sizep!Sizepyp | - Sizepyp. In
the second type of queries over a hierarchical information
space the size of a query is Sizep,, + max(py_1)-2- Sizepyp
bits, where max(p;_1) is the number of pointers of the
leaf broker with the maximum number of pointers. In this
type of querying the consumer receives as many responses
as the leafs of the brokering system hierarchy, with each
response being 2 - [Size,/Sizepyp | - Sizepyp,. Therefore the
brokering system to consumer communication overhead
is lleaf! - 2 - [Sizep/Sizepyp]| - Sizepyp. The PIR model
experiences the biggest communication overhead and this
happens because it treats the information space as being
flat. PIR optimizations are also applicable in our system,
but they have to be applied per broker. Therefore if we
consider the optimization proposed in [24], according to
which the (per-broker) information space is organized in
a 2-hypercube, then the query size of this optimized PIR
model would be lleaf1*log,(avg(py—1)) and the response
size would be 4 - [Sizep/Sizepyp] - Sizepyp.

We now evaluate the improvement of the communica-
tion overhead due to our approach. We consider a bro-
kering system with varying height and branching factor.
Moreover we consider that the inter-broker communication
overhead is negligible.The leaf brokers of the brokering
system maintain as many records required in order for /DI
to be 1000. Moreover it is assumed that a single pointer
fits to an encryption block and the size of the public key
is 1024 bits. Figure 7 shows the communication overhead
improvement when the branching factor is 4 and & varies
from 2 to 5. Figure 8 shows the communication overhead
improvement when % is 4 and the branching factor varies
from 3 to 6. In both cases we consider the communica-
tion overhead between a single consumer and the brokering
system, for a single query/response exchange. As it can
be seen the only case in which our system experiences
bigger communication overhead is when the information
space is almost flat (i.e., 4 is 2). Moreover it can be seen
than when the information space is highly distributed the
communication overhead improvement is almost 97%.

5.2.2. Computational overhead.

The use of cryptography introduces computation over-
head to both the consumers and the brokering system as
these entities have to perform multiplications and expo-
nentiations using large numbers. In an Ubuntu 12.04 based

I Considering only the n part of the key.
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Figure 8. Communication overhead improvement with varying
brokering system branching factor.

machine, using an Intel i5 processor at 2.8 GHz, 4 GB of
RAM and the GMP library ver. 5.1.0, the modular multi-
plication of two 256-bytes numbers was performed in 2.8
and the modular exponentiation of a 256-bytes number
raised to a 128-bytes number was performed in 7.5 ms. The
encryption of a number (i.e., the creation of an element of
the set A of a query) was performed in 9.6 ms. Nevertheless
this is a computation that can be made offline, i.e., a con-
sumer can pre-calculate an arbitrary number of encryptions
of 0 and 1°*. The decryption of a 256-bytes ciphertext was
performed in 7.5 ms.

Assuming that a pointer fits to an encryption block, in
the PIR model all leaf brokers have to perform as many
exponentiations as the number of pointers they maintain
and all brokers have to perform as many multiplications
as the number of pointers they maintain. In the first type
of queries over a hierarchical information space all leaf
brokers have to perform as many exponentiations and mul-

“* Note however that the same encryption should not be used
in two different queries in order to avoid pattern based attacks.
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tiplications as the number of pointers they maintain. A
broker at level i will receive avg(p;) responses of size
2h=i-1 *Sizepyp. Bach of these responses has to be split
in 271 blocks of size Sizep,p and for each block an
exponentiation and a multiplication has to be performed.
A consumer in order to decrypt the final response, has
h-1

to perform ) 20 = 2h decryptions. Finally in the
second typel (())f queries over a hierarchical information
space all leaf brokers perform as many exponentiations and
multiplications as their records.

It should be noted that the time required to create a
response is not proportional of the number of the opera-
tions, since all operations of the same level are done in
parallel. Therefore, if the time of a multiplication is con-
sidered to be negligible, the total time required to create
a response is the same whether the PIR model or the sec-
ond type of queries over a hierarchical information space
is used. Figures 9 and 10 show the estimated response
calculation time based on the number of exponentiations
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Figure 9. Response calculation time with varying brokering
system height.
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Figure 10. Response calculation time with varying brokering
system branching factor.
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and the aforementioned property, using the setup of the
previous section. In Figure 9 the branching factor is 4, and
in Figure 10 the height of the brokering system hierarchy
is 4. As it can be observed the more distributed is the infor-
mation space, the less time is required for the response
calculation. The reason for that is, that the more distributed
is the information space, the more brokers work on the
response with each of them performing calculations on
less data.

5.3. Socioeconomic struggles

Extending our security and performance analysis, it is
worth investigating our proposed solution from the view-
point of the socioeconomic incentives and tussles for
adopting (or not) such solution. Based on the tussle tax-
onomy outlined in [27] we focus on security, trust, and
information tussles, and how these tussles are impacted by
our proposed mechanism.

Generally, applying policies for matching interests and
availability, as well as the aspects of (avoiding) profiling
usage and consumption, expose a tussle space for con-
sumers and brokering services. Our solution clearly shapes
this tussle space in favor of the consumer by allowing
better privacy choices in the lookup service.

Another tussle concerns the control and protection of
the information. For instance, the “right to be forgotten” [1]
proposed by the European Commission, aims at address-
ing potential problems in data protection regulation. This
underlines the difficulty that Internet users face concern-
ing escaping their past, because they are not always able
to apply policies about their published personal data. With
our solution, we again clearly influence this tussle in favor
of the consumer by allowing for disguising the query for
an information item.

Given that our solution influences the playing field in
favor of the consumers, profiling-based business proposi-
tions are clearly negatively impacted by our solution, as
profiling becomes nearly impossible for the brokers. How-
ever, instead of relying on income from profiling end users,
we see the emergence of brokering services that could
charge consumers for the increased degree of privacy for
each information lookup. It is shown in other research
work [28] that placing a price on privacy is possible—
but not trivial-for end users. Our overhead evaluation in
Section 5.2 allows for a direct connection of overhead
and achievable privacy in terms of disguising one’s profile
of lookup operations. We recognize, however, that more
research is required to translate these results into tangible
pricing models.

6. CONCLUSIONS AND
FUTURE WORK

The various do-not-track initiatives have shown the need
for solutions that counter the increasing profiling and
therefore revelation of user information to third parties.
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We address this need by designing a simple broker-
based framework, which enhances privacy of information
lookups, utilizing homomorphic encryption. This tech-
nique enhances privacy by hiding the nature of the query
from the brokering system, while providing the desired
information to the consumer. We outlined design choices
that allow trading-off complexity of computation and com-
munication overhead with adjustable degree of privacy.

We provided an evaluation of this trade-off by pre-
senting the communication and computation overhead for
the various design choices. We integrated our design
into a working prototype selecting the emerging area
of information-centric networking as our specific imple-
mentation area. We see this area particularly benefiting
from our solution to a crucial problem of exposing con-
sumer choices to third parties. This paper also provided
an early insight into the possible socioeconomic struggles
and opportunities that are created by our proposal. We
recognize, however, that this angle to our solution will need
significant extension in our future work.
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